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Decision/action requested

Accept OAuth as a candidate for SBA Service authorization framework and approve text in clause 4 for TS 33.501
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Rationale

In 5G SBA, NF Service is provided only to authorized NF Service consumers. Therefore, Service authorization procedure is required that checks whether the NF Service Consumer is permitted to access the requested NF service producer for consuming the NF Service.

In this paper, we present a service authorization framework based on the OAuth 2.0 authorization framework (RFC 6749). Companion discussion paper S3-180678 explained OAuth and JWT in greater detail.
Service authorization is done during discovery by the NRF and is based on the Service authorization information that is configured as one of the components in NF profile of the NF Service Producer. This information includes the NF type (s) and NF realms/origins allowed to consume NF Service(s) of NF Service Producer.
The NRF then generates an access token for the service consumer to present to the service producer for service access.
4
Detailed proposal

************* BEGIN CHANGE *****************
9.1.3.4.3
Authorization of NF service access

Editor’s Note: This content addresses the authorization of NF service access.

9.1.3.4.3.1
OAuth 2.0 based authorization of Network Function service access

In Service Based Architecture, NF service authorization is required to ensure that the NF Service Consumer is authorized to access the NF service provided by the NF Service Provider. 

The OAuth 2.0 Client Credentials Grant type [1] provides the necessary capabilities that can be used for NF service authorization in SBA. The NF service Consumer is the Client (and the Resource owner) and the NF service Producer is the Resource server (API server). 

JSON Web Token [3] JWT is an open standard that defines a compact and self-contained way for securely transmitting “information or claims” encoded as a JSON object between two parties. JWT’s are usually sent either integrity protected or encrypted.

Following section illustrates how OAuth 2.0 Client Credentials Grant and JWT based access tokens are used in SBA for service access authorization.

9.1.3.4.3.1.1 Introduction to OAuth 2.0 Client Credentials Grant

OAuth 2.0 Client credentials grant type is typically used when the client is acting on its own behalf i.e. the client is also the resource owner, or is requesting access to protected resources based on an authorization previously arranged with the authorization server.
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Figure 9.1.3.4.3.1.1-1 OAuth 2.0 Client Credentials grant

1. Before invoking the Restful HTTP based API on the Server, the Client authenticates with an Authorization Server by presenting its credentials consisting of its Client Id and Client Secret. 

NOTE: The Client Id and Client Secret is issued by the Authorization server when the Client registers with the Authorization server (a pre-requisite step).

2. The Authorization server validates the Client and returns an access token. 

A secure JSON Web Token is returned by the Authorization server as the access token. The claims in the JWT contain information required for the API server to identify the client, scope of access, duration etc. 

NOTE: Security can be based on JSON Web Signature [x] or JSON Web Encryption [y].

3: When the Client calls the API, it sends includes the protected JWT in the API request.

Since JWTs are self contained and secure, all the required information is there and the API Server can validate it on its own, thus avoiding the need for an additional call to the authorization server or a look up in the database.

9.1.3.4.3.1.2 Service access authorization within the PLMN

In 5G SBA service authorization framework, OAuth 2.0 roles are performed as follows:

a. Network Resource Function (NRF) is the OAuth 2.0 Authorization server

b. NF service consumer is the OAuth 2.0 client

c. NF service producer is the OAuth 2.0 resource server.

Security mechanism is based on NRF’s public key/private key pair using RSA. Digital signature scheme shall be used to integrity protect the JWT. The NRF is the entity that generates the JWT based access token and computes a digital signature on it. NRF’s private key is used to digitally sign the access token. 

The NFs obtain NRF’s public key when it registers with the NRF. The NF service producer uses it to verify the digital signature when it receives a protected JWT based access token from the NF service consumer.

OAuth client (NF) registering with the OAuth authorization server (NRF)

NF service registration procedure between NFs and NRF is defined in clause 4.17.1 of TS 23.502. It is used as the underlying procedure to perform OAuth client registration (NF) with the OAuth server (NRF).

In the illustration shown below in Figure 1, the Network Function provides its client type along with its Profile information when it registers with the NRF. The NRF authenticates the client before registering the client. In the process it generates a client id (aka username) and client secret (aka password) for the registered client. The NRF provides them in the Registration Response along with its public key certificate.

.
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Figure 9.1.3.4.3.1.2-1: NF registering with the OAuth server (NRF)

In the following figure, TLS certificate based mutual authentication is performed between the registering Network function and the NRF before registration. A secure connection is thus established between NF and NRF. NF service registration is now performed over this secure connection.

Steps 2 to 5 are same as in Figure 1. Since mutual authentication is already performed based on certificates, it may not be required to provide NRF’s certificate in the registration response.
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Figure 9.1.3.4.3.1.2-2: NF registering with the OAuth server based on TLS based mutual authentication

Obtaining access token during NF service discovery

NF service discovery procedure between NFs and NRF in the same PLMN is defined in clause 4.17.4 of TS 23.502. It is used as the underlying procedure by the NF service consumer to obtain access token from the OAuth server (NRF).
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Figure 9.1.3.4.3.1.2-3: NF service consumer obtaining access token during NF service discovery

Pre-requisite:

a. The NF Service consumer registers with the NRF (Authorization Server) and obtains a client_id and client password.

b. The NRF’s public key is shared with the NF Service producer (needed for digital signature) during NF service registration.

1. The NF service consumer invokes Nnrf_NFDiscovery_Request (Expected NF service Name, NF Type of the expected NF instance, NF type of the NF consumer) from NRF in the same PLMN. As an OAuth client the NF service consumer also sends its client id and client password in the request message.

NOTE: Specific “scope” may be included in the request as a means for the NF consumer to indicate the scope of the request, if so desired.

2. The NRF authenticates the client based on the provided client credentials. 

3. If the client is successfully authenticated, it checks the stored NF profile information of the target NF/NF service to determine whether the access can be permitted to the NF type of the service consumer. 

4. If the requested service can be provided to the NF service consumer of the declared type, NRF generates a JWT based access token with appropriate claims included. The generated JWT is signed with NRF’s private key.

The claims in the token include identity of the NRF (issuer), identity of the NF service consumer (subject), identity of the NF instance which provides the requested service (audience), expiration time etc.

NOTE: The tokens are issued with a short expiration time so that the application is forced to continually refresh them, giving the service a chance to revoke an application’s access, if needed.
In addition, if the NRF wants to restrict access to specific services in the NF producer, it includes the authorized set of services in a separate claim (scope) in the JWT access token.

5. The signed JWT access token is included in Nnrf_NFDiscovery_Request Response message along with the expiration time (expires_in), scope of access, end point address for the discovered NF instance etc.

Scope and expires_in are equivalent to the corresponding claims in the JWT access token in step 4. The scope field includes all the services that the NF service consumer is authorized to access.

NF service consumer requesting service access from a NF service producer

In the following figure, the access token is included in the API that is invoked by the service consumer.
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Figure 9.1.3.4.3.1.2-4: NF service consumer requesting service access with an access token

1. The NF Service consumer invokes the API for a specific service on the NF service producer. The parameters included in the API include the access_token along with NF service consumer instance id. The instance id must match what’s included in the “subject” claim in the access token.

2. The NF Service producer verifies the token as follows:

 - Check that the JWT is well formed.

- Check the signature using NRF’s public key

- Validate the standard claims (specifically the subject, expiration time, issuer and audience claims)

- Check the Client permissions (scope in the access token)

If all these checks were successful, the NF Service producer can be assured that:

- The token was issued by its local NRF.

- The token was issued to the correct NF Service consumer (identifier match)

In addition, it knows the exact scope that the NF service consumer has been authorized by the NRF.

The NF Service producer executes the requested service.
************* END CHANGE *****************
5
Conclusion
OAuth 2.0 authorization framework based on Client Credentials grant type is suitable for SBA where service access is between two Network Functions. The NF Service Consumer plays the role of both OAuth Client (and Resource owner), and NF Server Producer plays the role of a Resource server.

When secured JWT is used as the format for the access token, it makes it very efficient as NF Service Producer can independently verify the claims in the access token without having to check a local database or ask Authorization server.

We propose “OAuth 2.0 authorization framework based on a secure JWT based access token” as a solution for Service access authorization in SBA.

A companion pCR S3-180681 provides normative text to TS 33.501 section for roaming scenarios.
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